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Overview
Black Duck® Security Advisories (BDSAs) are detailed open source vulnerability records sourced, curated, and analyzed by the Black 
Duck Cybersecurity Research Center (CyRC). BDSAs deliver timely, thorough, and actionable vulnerability research directly to Black Duck 
customer bills of materials (BOMs) so users can effectively prioritize and remediate vulnerabilities before a potential breach occurs.

In comparison, the Common Vulnerabilities and Exposures (CVE) list provides a reference method for publicly known cyber security 
vulnerabilities. A CVE entry contains an identification number (CVE ID), description, and public reference. Many entities around the world 
integrate CVEs into their products and services. The National Vulnerability Database (NVD) is the U.S. government repository of this 
vulnerability data.

4 factors for earlier, more actionable vulnerability information
Developers face a never-ending stream of vulnerability alerts that require their attention. So the earlier and more comprehensive and 
actionable the vulnerability information is, the easier it is for them to find and fix vulnerabilities and move on. Overall, BDSAs offer earlier 
notification and more complete, actionable open source vulnerability alerts compared to initial CVE entries and subsequent NVD research, 
as highlighted across four main categories:

•	 Timing. On average, a complete BDSA is published 14 days ahead of the corresponding researched CVE entry in the NVD. 

•	 Scoring. In addition to Common Vulnerability Scoring System (CVSS) base scores, BDSAs include a temporal score, which refines 
the base score to provide more accurate severity metrics.

•	 Detailed remediation guidance. BDSAs include both clear and detailed remediation guidance and workaround options 
when available. And because Black Duck knows the context of your project, it also provides short- and long-term upgrade 
recommendations that are project-aware.

•	 Completeness. BDSAs provide a detailed title, a clear and concise summary of the vulnerability, and an extensive technical 
description. In addition, they provide the most relevant public references, including advisories, vendor upgrades, patch info, direct 
links to published exploits, and a timeline of key events. 
 

Security vulnerability terms explained
Common Vulnerabilities and Exposures (CVE) is a dictionary that provides an identifier and description for publicly known cyber security 
vulnerabilities. The CVE allows organizations to identify vulnerabilities and share related data across tools, databases, and services, 
including the NVD.

The Common Vulnerability Scoring System (CVSS) is a framework for capturing the principal characteristics of a vulnerability to produce 
a numerical score that reflects its severity. CVSS scores consist of three core metric groups: base, temporal, and environmental.

•	 Base scores represent intrinsic qualities of a vulnerability and remain constant over time and across user environments. These 
scores are made of two subscores: exploitability and impact. Exploitability metrics look at attack vectors and complexity, or how 
attackers could execute an exploit and how easily they could do so. Impact metrics look at the potential impact of an exploit, or 
what attackers could gain access to (e.g., sensitive data) or disrupt (e.g., the availability of the application).

•	 Temporal scores adjust the base severity based on factors that change over time owing to events external to the vulnerability, 
such as the availability of an exploit, whether the report is confirmed, and what type of fix is available. 

•	 Environmental scores adjust the base and temporal scores depending on a specific user environment. For example, 
environmental scores take into consideration the importance of the affected IT asset to a user’s organization.

Common Weakness Enumeration (CWE) is a list of software and hardware weaknesses that have security ramifications. In terms of 
open source vulnerabilities, a CWE tells the developer what type of software weakness led to the vulnerability. A few common examples of 
CWEs are buffer overflow, SQL injection, denial of service, and cross-site scripting. 

The Black Duck Cybersecurity Research Center (CyRC) works to accelerate access to information about software vulnerabilities, 
including identification, severity, exploitation, mitigation, and defense. CyRC’s expertise spans static code analysis, fuzzing, penetration 
testing, open source development, and production deployment. The open source vulnerability research team in Belfast, Northern Ireland, 
prioritizes their research based on issues that most affect Black Duck customers. The team is charged with identifying and researching 
open source software vulnerabilities, regardless of their report status in other security feeds or whether there is an associated CVE ID. 
The result of this research is presented to Black Duck customers in the form of a BDSA, offering quicker disclosure, complete remediation 
guidance, and detail and accuracy that the CVE lacks. 

 

https://www.blackduck.com
https://www.blackduck.com/resources/cybersecurity-research-center.html
https://www.blackduck.com/blogs/software-security/software-bill-of-materials-bom/
https://cve.mitre.org/
https://nvd.nist.gov/
https://www.first.org/cvss/
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Apache Struts vulnerability example
Apache Struts, a popular open source framework for creating web applications, is widely used by Fortune 100 companies and others to 
build corporate websites. On March 8, 2017, the U.S. Department of Homeland Security sent out a notice addressing the need to patch an 
open source vulnerability in some versions of Apache Struts. The now-infamous vulnerability, CVE-2017-5638, had been publicly disclosed 
one day earlier. 

Over the ensuing days and weeks, several development organizations became aware of this vulnerability, whether through the U.S. 
government notice, their manual monitoring of security feeds, or their use of a software composition analysis (SCA) tool, which monitors 
an open source BOM for new and existing open source vulnerabilities. Many organizations were able to patch the vulnerability before any 
data breach occurred. However, one very notable data breach gave hackers access to the sensitive data of millions of consumers. 

We’ll use this example to highlight the value of a BDSA record in quickly prioritizing and remediating a major open source vulnerability 
and compare it to the data provided by the NVD. Let’s discuss how the four factors for timely and actionable vulnerability information 
described earlier apply to CVE-2017-5638.

https://www.blackduck.com
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Timing
The public disclosure for CVE-2017-5638 was published on March 7, 2017, and a patch was available at that time. As stated, the U.S. 
Department of Homeland Security sent out its notice on March 8, 2017. Both contained a minimal amount of information and referenced 
the initial CVE information only. 

The vulnerability was reported as BDSA-2017-0031 by the CyRC team on March 10, 2017, with descriptions, fixes, and references. The 
NVD also reported CVE-2017-5638 on March 10, 2017, but only as a placeholder with no real actionable information or research. At this 
point, the NVD entry included only the initial information available in the CVE record, a brief description, and a few unlabeled references, 
including a link to the patch. It wasn’t until four days later, on March 14, 2017, that the NVD published its initial analysis, which included 
scoring, a link to the patch, the CWE, and labeled references. 

It’s important to note that the exploit was made public on March 5, 2017, so those first few days were critical. From the time an exploit is 
made public, the race is on between you and hackers, and you can win only with prompt notification and complete information. 

Black Duck Security Advisory

National Vulnerability Database

Figure 1: Timing

https://www.blackduck.com
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Black Duck Security Advisory

Scoring
The NVD reports an overall and base score of 10 for CVE-2017-5638. However, the BDSA for this vulnerability reports an overall score of 
9.1. This score is still critical but tempered slightly from the NVD score because an official fix is available. The BDSA can assign a more 
appropriate level of risk by considering temporal metrics in its score. For reference, the BDSA also provides the NVD scoring details and 
displays all scores in an easy-to-consume format.

https://www.blackduck.com
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National Vulnerability Database

Figure 2: Scoring

Detailed remediation guidance
A BDSA takes three key factors into account when providing remediation guidance: 

1.	 The BDSA points directly to the versions that fix the vulnerability and to the exact commit. If there are multiple ways to fix it, the 
BDSA points to each version and commit. 

2.	 The CyRC team researches whether there is a viable workaround that doesn’t require a full upgrade. If one exists, the BDSA 
provides detailed information on how to implement it. 

3.	 Because Black Duck knows the context for your entire project, a BDSA provides both short- and long-term remediation guidance 
based on your current version and points you to any other projects that use the affected component. The short-term fix allows 
you to address the vulnerability (with fewer and less critical other issues) while remaining in your major version. The long-term 
upgrade recommendation brings you to the next nonvulnerable major version if one exists. 

The BDSA for the Apache Struts vulnerability provides two remediation paths vetted and verified by CyRC: specific links to fixed versions 
of the component (e.g., version 2.3.32) and a comprehensive workaround for those unable to upgrade immediately.

In comparison, the NVD provides a long list of links to third-party references, including third-party advisories with technical descriptions, 
press coverage, vendor advisories, and available patches. Users have to sift through these links, find the patch info, and retrieve the 
solution appropriate for their environments. The NVD doesn’t provide workaround information, and because it lacks context, it can’t point 
users to the least disruptive fix for their environments or alert them to other projects containing the affected component.

https://www.blackduck.com
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	* Short- and long-term upgrade recommendations look at all vulnerabilities in the specific version of Apache Struts used in the project 
and provide recommendations based on that context.

Black Duck Security Advisory

https://www.blackduck.com
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National Vulnerability Database

Figure 3: Detailed remediation guidance

Completeness
The BDSA for CVE-2017-5638 provides a full workup of the vulnerability, enabling users to assess, prioritize, and fix the vulnerability 
quickly. It provides a summary description and an in-depth technical description, links to multiple patches, a workaround (with code 
snippet), a detailed base and temporal score breakdown (side-by-side with those from the CVE) for more accurate prioritization, a 
description of the CWE that led to the vulnerability, a brief list of relevant references, exploit information, and a timeline of events so you 
can quickly understand the life of the vulnerability. For major vulnerable components such as Apache Struts (or for customer requests), 
the team also conducts in-depth analyses on vulnerabilities to identify the correct version ranges, test the exploits, and much more.

The NVD provides a baseline understanding of a vulnerability but lacks the critical information required to find and fix it quickly. The 
description is often unedited, contains heavy technical jargon, is difficult to understand, and doesn’t include technical details. The 
scoring stops with the base score and doesn’t assess temporal metrics, which are critical for understanding the true severity. The patch 
information and technical details are buried in a list of third-party links, without any potential workaround information or project-aware 
guidance. 

https://www.blackduck.com
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Refer to Figure 3. Short- and long-term upgrade recommendations look at all vulnerabilities in the specific version of Apache Struts used 
in the project and provide recommendations based on that context.

Figure 4: Completeness

Black Duck Security Advisory

National Vulnerability Database

https://www.blackduck.com
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Conclusion
The National Vulnerability Database contains analyses on the thousands of CVE entries that are published to the CVE every year and 
serves as the U.S. government repository of this information. Development organizations that rely solely on this or similar sources 
often find themselves days behind and lacking the clear, complete, and actionable information required to find and fix open source 
vulnerabilities. Black Duck Security Advisories close these gaps and allow developers to use advanced research to automate the 
prioritization of critical open source vulnerabilities for fast and effective remediation. 

More than 249,000 unique vulnerabilities

Over 36,000 BDSAs providing more detail than NVD records

Over 3,500 Black Duck-exclusive vulnerabilities not found in the NVD

Published an average of 14 days ahead of the NVD

Black Duck KnowledgeBase™ Facts 
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About Black Duck
Black Duck® offers the most comprehensive, powerful, and trusted portfolio of application security solutions in the industry. We have 
an unmatched track record of helping organizations around the world secure their software quickly, integrate security efficiently in their 
development environments, and safely innovate with new technologies. As the recognized leaders, experts, and innovators in software 
security, Black Duck has everything you need to build trust in your software. Learn more at www.blackduck.com .
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